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Foreword

With the Indian financial system caught up in the throes of a technological and 
digital revolution, the Reserve Bank of India (the Bank) recognizes the felt need to 
further ‘preventive financial awareness’ amongst common public, especially for the 
newly initiated into the digital financial world, who may not be well-versed with 
the nuances of online fraudulent transactions and thus be vulnerable to digital 
frauds. As part of its  customer awareness initiatives, in March 2022, the Bank 
released  a booklet ‘Be(A)ware’ on the common modus operandi used by fraudsters 
and precautions to be taken while carrying out various financial transactions. 
The booklet received positive response from members of the public and other 
stakeholders. 

Extending the concept of Be(A)ware over to a pictorial mode, another booklet, 
namely,  ‘Raju and the Forty Thieves’ is released to create awareness among the public 
and customers, across  all  age groups with different education levels, including, 
inter alia,  school children, young adults, semi-literates and senior citizens, etc., 
irrespective of their place of habitation. The booklet is a lucid pictorial depiction 
of the modus operandi observed in fraudulent financial incidents and aims to help 
learn from common  mistakes and take steps to protect themselves and their hard 
earned money from fraudsters.

As the name suggests, ‘Raju and the Forty Thieves’ covers forty stories providing 
glimpses of fraudulent acts reported to the Bank , including the RBI Ombudsmen 
and the Consumer Education and Protection Department (CEPD) and provides 
simple tips about Do’s and Don’ts as safeguards against such incidents. Raju is a 
typical gullible citizen, and, in these stories, he appears in different characters/roles, 
be it that of a senior citizen, a farmer or a happy-go-lucky individual, etc., to enable 
different stakeholders identify themselves with him in  different walks of life. 

The creative efforts put by the team of  RBI Ombudsman, Mumbai – II, Maharashtra 
and Goa in preparation of this booklet is gratefully acknowledged.

We urge the readers to make themselves aware of the modus operandi used by 
fraudsters and further spread this awareness by educating those around us. Readers 
are encouraged to share their feedback/suggestions with us at cgmcepd@rbi.org.in

Be Aware and Beware!
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1. FRAUD THROUGH PHISHING LINKS

Raju clicked on the link, but the link to 
update KYC details did not work. Soon, he 

gets a call.

1



Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Consumer Education and Protection 
Department (CEPD), RBI
https://cms.rbi.org.in/

After some time, Raju received SMS alerts on his phone stating that 
Rs 50,000/- was debited from his account.

2



Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Consumer Education and Protection 
Department (CEPD), RBI

https://cms.rbi.org.in/

2. VISHING CALLS
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3. FRAUD USING ONLINE MARKETPLACES
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4. CREDIT CARD ANNUAL FEE 
WAIVER- FAKE OFFER
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5. ATM CARD SKIMMING FRAUD
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6. FRAUD USING SCREEN SHARING 
APP/REMOTE ACCESS
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7. SIM SWAP/ SIM CLONING
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8. FRAUDS BY COMPROMISING CREDENTIALS
THROUGH SEARCH ENGINES
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Raju clicked on the link, entered the OTP and made the payment without verifying the amount.
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9. SCAM THROUGH QR CODE SCAN
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10. IMPERSONATION THROUGH SOCIAL MEDIA

19



Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Consumer Education and Protection 
Department (CEPD), RBI
https://cms.rbi.org.in/

20



Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Consumer Education and Protection 
Department (CEPD), RBI

https://cms.rbi.org.in/

11. JUICE JACKING  – STEALING OF DATA
THROUGH CHARGING CABLE
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Excited, Raju called the number in the jackpot message which featured a fake 
audio of a Superstar congratulating him on the prize.

He contacted the given number.

12. LOTTERY FRAUD
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13. ONLINE JOB FRAUD
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14. FAKE ACCOUNT NUMBER

Raju was planning to buy a family insurance policy for himself and his family. On his way 
back home from the office, he saw a small stall in the name of ABC Insurance company.
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15. FRAUD THROUGH EMAIL
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16. MESSAGE APP BANKING FRAUD

One day, Raju received a call from an unknown number.
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17. FRAUDULENT LOANS WITH 
STOLEN DOCUMENTS
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18. BETTING SCAM
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19. FAKE VACCINATION CALL 
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20. COVID TESTING- FAKE ONLINE SITE

39



Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Consumer Education and Protection 
Department (CEPD), RBI
https://cms.rbi.org.in/

40



Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Office of RBI Ombudsman, Mumbai -II
https://cms.rbi.org.in/

Consumer Education and Protection 
Department (CEPD), RBI

https://cms.rbi.org.in/

21. FRAUDSTERS IN THE PRETEXT OF
RECOVERY AGENTS
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22. SOCIAL WELFARE SCHEME FRAUD
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23. MULTI-LEVEL MARKETING (MLM) SCAMS
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24. WORK FROM HOME SCAM
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25. ONLINE SHOPPING FRAUD 
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26. FRAUD USING PUBLIC WI-FI
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27. FAKE ADVERTISEMENTS/OFFERS
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28. FAKE LOAN OFFER
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29. CREDIT CARD ACTIVATION FRAUD 
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30. CREDIT CARD LIMIT UPGRADATION FRAUD 
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31. SAFE GUARDING YOUR AADHAAR CARD 
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32. ONLINE FRAUD USING CASHBACK OFFERS
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33. DISCOUNT FRAUD
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34. CHARITY FRAUDS
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35. OVERDRAFT AGAINST FD
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36. FRAUDS USING MALICIOUS APPLICATION
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37. ILLEGAL LOAN FINANCING APPS WITH EXORBITANT 
INTEREST RATES AND HARASSMENT TACTICS
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38. CARD CLONING AT MERCHANT OUTLETS
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39. FRAUD THROUGH DETAILS SHARED WITH 
KNOWN PERSON/FAMILY/RELATIVES
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40. PAYMENT SPOOFING APPLICATIONS.
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